Scenarios for Ranking Exercise

Note:  Scenarios below are primarily for higher education environment, and have not been adapted for K-12 audiences

See also: Ethical Issues Surrounding Technology Use in Elementary Schools http://www.isd77.k12.mn.us/ethics.htm
In an example of a multimedia project produced by educators in preparation for students to embark on their own projects, there is no section for credits for the sources of the materials used, and no notice that materials were used with permission or under fair use guidelines.

A female student complains that a male student is using a computer workstation in a computer lab to access pornographic Web sites. The student has also used the shared printer in the lab to print pictures from some of the Web sites.  The student complains that she is offended by the pictures.

A student sends a chain e-mail message to everyone on a class list during an exam period.  The message requests that you forward the message to ten additional people for “good luck”.

A student involved in peace activism develops a petition to send to members of congress. The petition asks signers to add their signatures to the statement and forward to all the people in their address book.  It also indicates the document should be submitted when the number of signatures reaches increments of 25 (25, 50, 75, etc.)

A student who is an active participant on a newsgroup devoted to University of Maryland athletics gets out of control about a particular basketball game in which questionable calls by the referees seemed to favor the opposing team. The student’s postings are littered with foul language. An alumni participant on the newsgroup complains to the university and points out many children read the newsgroup to keep up on Terrapin sports.  A review of the student’s WAM website reveals he is offering Terp sports apparel for sale.

Several resident students have placed their CD music collection onto their computer harddrive in mp3 format for their personal use.  The residence hall network allows them to setup ftp servers for sharing their music with each other over the Internet.  The ftp sites are usually password protected.  However, some of the students have posted the password to public newsgroups where the music sites come to the attention of the legal representative of the copyright holders who threaten to sue the student and the University.

A student complains that all of the messages in her e-mail account have been mysteriously deleted overnight.  She had saved all her incoming mail from the past three years in one file named MYMAIL and there were over 1,200 messages in that folder the day before.  She suspects that her ex-boyfriend who knew her password did it. Upon investigation with the Help Desk, she finds a .fwd file had been added to her account that forwarded copies of all her incoming mail to the ex-boyfriend.

A student complains that a classmate who lives off-campus is stalking her.  He shows up unexpectedly in classroom building lobbies when she is going to class, and frequently approaches her after class requesting dates.  She has also been receiving sexually suggestive e-mail messages from the e-mail account of Romance@hotmail.com that she suspects are coming from him.

A resident student has a video camera attached to his computer in his residence hall room that broadcasts on the Internet live pictures of all activities in his room.  Many students who enter his room are not aware of the camera and the fact that their picture and conversation are being broadcast over the Internet.  One night the student has an intimate encounter with another resident that was captured by the camera, although it never came to the “guest’s” attention.  The Resident Director checked out the Internet site and also discovers that the resident, known to be underage, was in possession of alcohol.

A student who has frequently espoused racist views registers his residence hall datajack under the name “whitepride.student.umd.edu” and develops a Web page that contains racist propaganda and links to several well-known hate groups on the Internet.  The Web site also advocates violence against Jews and racial minorities.   He is planning a rally outside the Student Union to discuss tactics for what he describes as the “imminent racial holy war” and places an announcement of the event on his Web page, posts e-mail announcements to campus newsgroups such as um.general, and develops posters that he displays generously throughout the residence halls.

A student creates a Web site where students can post comments about faculty members.  The site is intended to help students make informed course choices based upon the reputation of the instructor.  Some faculty members are flattered by the positive remarks made by students, while a few have complained that the criticisms are unfair and inflammatory.

A Resident Director logs into her e-mail account one day to find that she has been subscribed to over 50 listserv discussions.   Her inbox contains 1500 new messages.  She suspects that the resident she placed on probation yesterday for harassing his RA probably did it.

A resident student plants the BackOrifice executable file on the residence hall local area network where others will download it without knowing it and understanding its consequences.  The resident periodically scans the network for machines that have installed the file.  Once he finds a machine that has installed the file, it gives him remote access to their computer so he can read keystrokes that they enter – including e-mail messages and wordprocessing documents – and it also gives him the capability to type messages that will appear on their computer monitor.

A resident student uses his University e-mail account to sell baseball trading cards.  He requests that payments be sent to his residence hall address.  Someone complains to the Director of Resident Life that they made payment to the student at the residence hall address but never received the merchandise.

A resident student runs a multi-user computer system from his residence hall room.  He wants to keep in touch with his high school buddies who did not go on to college.  To facilitate communications, he decides to create e-mail accounts for them on his machine (i.e. friend@resident.student.umd.edu).  He has also created a MUD (multi-user dungeon) where they can play games.   One of his friends visits him on campus and configures the system in such a way that the friend can continue to administer the system remotely from his residence in Pennsylvania.

A resident student registers the datajack for their residence room under the hostname fuckedup.student.umd.edu

An RA creates an electronic mailing list for their residents and sends a weekly e-mail message announcing upcoming programs and other floor news.

A resident student uses a packet sniffer program to record unencrypted traffic across the residence hall computer network.  As a result, he is able to decipher several students’ user IDs and passwords.

The University of California-Berkeley reports that a computer has broken into its student information system with an IP (Internet Protocol) address that matches one of the RACS for the WAM system.   The WAM userid associated with the break in is for a resident student.  The student is questioned and denies any involvement in the break in.  Logs from the RAC indicate that the account was accessed by a datajack that is registered to a room across the hall from the owner of the WAM account.

