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Introduction

The Internet mirrors the real world and like the real world the Internet is not always a safe place to visit.  Electronic actions can have very real physical consequences.  Unwary Internet users can become victims of malicious actions, stalking, theft, or, in the worst cases, crimes involving physical harm.   

Agenda

· Identify Safety and Security Issues

What kinds of personal information are requested and stored somewhere electronically?  What issues are important to consider when transmitting personal information electronically?  What information is gathered and transmitted without a direct request to the Internet user? What are the dangers? 

· Exercise – Internet Detective

Frequent Internet users often do not realize how much information is stored, indexed and remains available long after the initial posting.  Where is information stored about you?

Use the Google search engine  (www.google.com) and search for your email address and name. What else can be searched for information about you?

· Preventative Measures Travelogue:
Your Computer

Your Accounts

Websites You Visit

Rules & Guidelines

Hands-on look at common tools, tips and habits that will help guard your privacy, safety and computer security.
Security Travelogue

	1
	Your Computer

	
	1. File extensions
View full file names not just icons

2. Anti-virus software
Set your virus protection software to start and update automatically

3. Internet browser security 
Verisign’s Browser Security Check – Contains online tools to check encryption support in browsers
http://www.verisign.com/server/prg/browser/
Demo of Browser Security Hole
http://neurosis.hungry.com/~ben/msie_bug/
Check ActiveX and javascript settings
http://www.nsclean.com/exploit.htm
4. Email software
Turn off automatically opening attachments

	2
	Your Accounts

	
	1. Passwords
Are like underwear – change them often
Use different passwords for different accounts
Password Generator
http://www.winguides.com/security/password.php
Special characters (*!$+) mixed with letters and numbers Mixed upper- and lower-case letters -putting capitals in random locations throughout a password is effective. Use punctuation characters mixed with letters and numbers or nonsense words that are easy to pronounce but aren't in any dictionary If permitted use six or more characters.  Hint: A good way to choose a secure but easily remembered password is to use the first character of each word in a phrase. For instance, "Asb*Mf" stands for "April showers bring May flowers"; the asterisk in the middle is included for extra security. (Don't use this password!) 

2. Screen names and email ID’s
Choose screen names wisely – What’s wrong with the following screen names?

a. jumpsnakedinpudding

b. skilletgirlflair
c. courage

	3
	Your Visits to Websites

	
	1. Security Certificates
Definitions: http://www.webopedia.com/TERM/C/Certificate_Authority.html
Read privacy statements, look for approval seals.
Trusted website example: http://www.lycoszone.com/
2. Cookies
Webopedia – online dictionary of computer technology terms
http://www.webopedia.com/   - search for cookies.

3. Browser Cache and History files
Clean your cache, history and tempory files downloaded during web surfing.

	
	


LEARN MORE ABOUT INTERNET SAFETY & SECURITY

	Safety for Teachers

	1. Highlights of the Youth Internet Safety Survey
http://www.ncjrs.org/pdffiles1/ojjdp/fs200104.pdf
2. Paying it Forward: Child Internet Safety
http://www.justnet.org/pdffiles/tbsummer2002.pdf
3. Protecting Children in Cyberspace: The ICAC Task Force Program
http://www.ncjrs.org/pdffiles1/ojjdp/191213.pdf
4. Frequently Asked Questions about the Children's Online Privacy Protection Rule
http://www.ftc.gov/privacy/coppafaqs.htm
5. How to Protect Kids’ Privacy Online: A Guide for Teachers
http://www.ftc.gov/bcp/conline/pubs/online/teachers.htm
6. I-Watch Internet Safety Lesson Plan
http://www.resa.net/i-watch/resource.htm 

7. Filters and PICs (Platform for Internet Content Selection)
http://www.ala.org/ICONN/issues1.html


	Safety for Kids1

	1. Safety Tips for Kids on the Internet from the Federal Bureau of Investigation—Kindergarten–5th Grade
www.fbi.gov/kids/k5th/safety2.htm
Site focuses on online safety and ways to report abuses. See also “A Parent’s Guide to Internet Safety (in English and Spanish). 

2. Safety Tips for Kids on the Internet from the Federal Bureau of Investigation—6th Grade–12th Grade
www.fbi.gov/kids/6th12th/6th12th.htm
Site focuses on online safety and ways to report abuses. See also “A Parent’s Guide to Internet Safety (in English and Spanish). 

3. KidsConnect
www.ala.org/ICONN/AskKC.htm l
An online question and answer service for students, operated by the American Association of School Librarians in partnership with the Information Institute of Syracuse University (N.Y.). The project is underwritten by Microsoft Corporation. Questions can be sent by e-mail to: AskKC@ala.org. Answers are promised within two school days. 

4. Especially for Children and Their Parents
www.ala.org/alaorg/oif/children.html
This page includes links to online safety rules and suggestions, designed-for-children search engines, all ALA great sites, and other great sites for parents and kids. Also includes links to privacy pages. 

	


	More Safety and Security Resources

	1. Webopedia: Do Cookies Compromise Security?
http://www.webopedia.com/DidYouKnow/Internet/2002/Cookies.html
2. The Unofficial Cookie FAQ
http://www.cookiecentral.com/faq/
1. What You Need to Know About: Internet and Network Security
http://netsecurity.about.com/library/weekly/aa032100a.htm
2. Instant Messaging Planet Security Article  “AOL's AIM Puts Browser Security in Danger” by Bob Woods.
http://www.instantmessagingplanet.com/security/article/0,,10818_1014151,00.html
3. Netscape: Understanding Security and Privacy
http://wp.netscape.com/security/basics/index.html
4. Microsoft's link for Safe Networking:
http://www.microsoft.com/privacy/safeinternet/
5. ZD Net News “Psst… I Know Your Password” by Robert Lemos
http://zdnet.com.com/2100-1105-920092.html
6. Privacy Consumer Education
http://www.truste.org/education/index.html
7. SpamCop FAQ
http://www.claws-and-paws.com/spam-l/?from=old-faq
8. Identity Theft Website
http://www.consumer.gov/idtheft/
9. COAST Security Archive at Purdue University
http://www.cerias.purdue.edu/coast/archive/Welcome.html
10. How to Eliminate the 10 Most Critical Internet Security Threats
http://www.sans.org/topten.htm
11. System And Network Security Institute – Free Registration for Reading Room
http://www.sans.org/newlook/home.php
12. ARIN (American Registry for Internet Numbers) Whois Search
http://www.arin.net/
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