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Introduction

Being a good Internet citizen — or, “netizen” — often means following the rules of etiquette.  The rules of etiquette online — or, “netiquette” — are not that different from good manners in the real world.  While many of the rules of netiquette may seem like common sense, new technology of any sort is accompanied by unforeseen issues and unintended consequences.  In cyberspace, violations of netiquette often occur from seemingly harmless actions.

Agenda

· Discuss & Identify Netiquette Issues

Which of the rules have you broken?  What were the consequences?  Which of the rules have you seen broken most frequently in your own communication?  Which are the most annoying?  What have you done about it?  

· Debunking Exercise

The most frequent and the most bothersome violations of netiquette involve unwanted mail.  One of the most common forms of unwanted mail are variations on the theme of chain mail: messages that contain warnings about the latest email virus, “strange but true” tales, or petitions — all requesting that you pass the message along to everyone you know.  While certainly annoying, these emails may actually be full of misinformation and rumors, or may even be a hoax.  

We will split into pairs and each team will receive an actual email.  You and your partner will need to determine whether the message is genuine or not.  Do a Web search or use one of the resources listed under “Hoaxes, Scams, and Urban Legends” in your handout.  Each team will share the results of their research with the group.

· Parting “Gift”
INTERNET CITIZENSHIP BY THE NUMBERS

	10
	Commandments of Computer Ethics

	
	1. Thou shalt not use a computer to harm other people. 

2. Thou shalt not interfere with other people’s computer work.

3. Thou shalt not snoop around in other people’s computer files. 

4. Thou shalt not use a computer to steal. 

5. Thou shalt not use a computer to bear false witness. 

6. Thou shalt not copy or use proprietary software for which you have not paid. 

7. Thou shalt not use other people’s computer resources without authorization or proper compensation. 

8. Thou shalt not appropriate other people’s intellectual output.

9. Thou shalt think about the social consequences of the program you are writing or the system you are designing

10. Thou shalt always use a computer in ways that insure consideration and respect for your fellow humans.

—
Computer Ethics Institute

<http://www.cpsr.org/program/ethics/cei.html>

	8
	Golden Rules of Netiquette

	
	1. Avoid hurting someone’s feelings with e-mail. 

2. Respect other people’s online rights. 

3. Avoid insulting someone unless you want to start a flame war. 

4. If someone insults you, be calm. 

5. Avoid “crashing” discussion groups or forums. 

6. Respect the privacy of other people. 

7. Be responsible online. 

8. Help other people learn more about the Net.

— 
Boston Public Library, Netiquette for Kids


<http://www.bpl.org/kids/Netiquette.htm>

	12
	Common Sense Netiquette Rules

	
	1. Use meaningful subject lines.

2. Don’t type with ALL CAPS.

3. Quote select parts of a previous e-mail.

4. Be mindful of attachments.

5. Don’t spam.

6. Don’t pass around e-hoaxes.

7. Don’t pass around chain letters.

8. Don’t use excessive signature files.

9. Decide what tone the conversation [in a chatroom or newsgroup] has before posting.

10. Don’t “flood” the chatroom.

11. Don’t flirt with everyone in the chatroom. [A corollary: Take personal conversations to one-on-one correspondence.]

12. Be nice to newbies.

— 
Bruce Stewart, ZDNet Reviews & Solutions


<http://www.zdnet.com/products/stories/reviews/0,4161,2564953,00.html>

	5
	Most Annoying Breaches of Online Netiquette

	
	1. Forwarding of bogus Virus Warnings. 

2. Sending unsolicited email putting the onus on the recipient to unsubscribe in order to not receive further emails they didn’t request in the first place. 

3. No “thank you” is offered when requesting/receiving assistance to an email inquiry. 

4. Forwarding of “jokes” or email without any comment from the forwarder. Worse yet, all the addresses the knucklehead forwarded to are visible in the cc: field!

5. Emailing site owners without first checking if the information they seek is in fact available there on the site. 

— 
Online Netiquette Uncensored


<http://www.onlinenetiquette.com/netiquette_poll.html>


 LEARN MORE ABOUT INTERNET CITIZENSHIP

	Netiquette1

	· Computer Ethics Institute

<http://www.cpsr.org/program/ethics/cei.html>

· Online Etiquette Uncensored

<http://www.onlinenetiquette.com/>

· NET-ETHIQUETTE: Mini Case Studies of Dysfunctional Human Behaviour on the Net

<http://www.anu.edu.au/people/Roger.Clarke/II/Netethiquettecases>

· Participating on the Web: New Standards of Conduct

<http://www.colorado.edu/geography/virtdept/module/webwarmup/participating/participating.html>

· Netiquette Quiz

<http://www.albion.com/netiquette/netiquiz.html>

	Netiquette for Kids1

	· Boston Public Library’s Netiquette for Kids

<http://www.bpl.org/kids/Netiquette.htm>

· Internet Citizenship Test for Students (from Conroe Independent School District, Conroe, TX)

<http://www.conroe.isd.tenet.edu/policies/internet/quizes/internet_quiz_stu/intro_to_test.s.html>

Also includes Student Electronic Communications Systems Handbooks:

· Elementary School <http://www.conroe.isd.tenet.edu/policies/internet/handbooks/elemhdbk.html>

· Secondary School <http://www.conroe.isd.tenet.edu/policies/internet/handbooks/sechandbk.html>

· What the Web Is For, Kids Version of Small Pieces Loosely Joined: A Unified Theory of the Web

<http://www.smallpieces.com/kids/spljkids00.html>

	Hoaxes, Scams, and Urban Legends1

	· Urban Legends Reference Pages: Inboxer Rebellion

<http://www.snopes.com/inboxer/inboxer.htm>

· HoaxBusters

<http://HoaxBusters.ciac.org/>

· Alphabetic Hoax List

<http://www.stiller.com/hoaxa.htm>

· Virus & Hoax Warnings

<http://www.Europe.Datafellows.com/news/hoax.htm>

· Rumor Control

<http://www.l2g.to/rumorcontrol/>

· About.com: Urban Legends and Folklore

<http://urbanlegends.about.com/cs/urbanlegends/>
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