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CyberWatch:
An Advanced Technological
Education (ATE) Center

e
N

» National Science
Foundation

» Several supplemental
grants

» Consortium members in
multiple states + DC:

»Community Colleges
»Universities

- Numerous
Agency/Industry/Federal
partners

—

»
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Mission: To improve the quality and quantity
of the information assurance workforce

Goals:

> Curriculum Development
Faculty Development
Student Development

K-12 Pipeline
Dissemination and Outreach

—
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C\AI Curriculum

CyberWatch Development

» Virtual Lab -
Montgomery College

» Digital Forensics Lab
- University of Maryland

» CyberWatch
Underground - Bowie
State University
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* Virtual Lab, VMware,
other virtual machines

« Online course modules

« Course sharing based
on the MarylandOnline
Quality Matters model

- Adoption of the Quality

Matters rubric and
regimen

Online Access

Prince George's Community Col
Preparation Partnership for Exg
Information Security Capacity in

Home Ahoutls  + Deliverables + Programs = Events d '

Welcome to the Prince George's Community College
MHEC BRAC Information Security Grant.

The BRAC-Preparation Partnership for Expanding Information Security Capacity in Maryland provides a unified
effort between education, government and community partners to increase the number of qualified individuals
in the field of Information Assurance - Information Security, This collaborative venture between CyberWATCH
Regional Center, Prince George’s Community College, and Marylanddnline consists of three major
companents.

1. Converting current Infarmation Security program caurses to a MarylandOnling approved anling farmat;

2. Developing an Information Security Management certificate pragram; and

3. Developing MarylandOnline appraved courses for the Infarmation Security Management certificate
pragram.

These programs will provide participants with nationally-recognized credentials in Information Security that can
be used &t Fort Meade, Aberdeen Proving Ground, and other BRAC-impacted organizations.

The online distance education Information Security Certificate program and the NEW Information Security
Management Certificate program at Prince George's Community College caters to the needs of warking
professionals,

Three I3 certificates can be completed enroute to receiving the Prince George's Community Callege
Information Security A.8.5, Degree,

© 2009 Prince George's Community Colleqge, &1l Rights Reserved,
301 Largo Road, Largo, MD 20774-2139 LUSA « 301-336-6000

April 10, 2011


http://www.edtechpolicy.org/BRAC/
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Faculty Development

» Workshops/Institutes
/Conferences, e.g.:

o Certified Ethical
Hacking

- FTK/EnCase
> Wireshark
- Secure Programming
> CISSP Training
» Island in Second Life
for faculty training

» Faculty Graduate
Program




‘\AI Student Development

CyberWatch

» Internships, Scholarships, Career
Placements

» Student Competitions:

o Mid-Atlantic Regional Collegiate Cyber
Defense Competition (CCDC)

o Diqgital Forensics Cup
o Security Awareness Contest— IHE & K12

o CSSIA’s High School Network Security
Competition

- DC3 Digital Forensics Challenge
> US Cyber Challenges

- o CyberPatriot



http://www.midatlanticccdc.org/CCDC/
http://www.midatlanticccdc.org/CCDC/
http://www.midatlanticccdc.org/CCDC/
http://www.midatlanticccdc.org/CCDC/
http://www.dc3.mil/challenge/
http://www.educause.edu/SecurityVideoContest2011
http://www.educause.edu/SecurityVideoContest2011
http://www.educause.edu/SecurityVideoContest2011
http://www.educause.edu/SecurityVideoContest2011
http://cae2y.morainevalley.edu/Compete/index.htm
http://cae2y.morainevalley.edu/Compete/index.htm
http://www.dc3.mil/challenge/2011/index.php
http://www.dc3.mil/challenge/2011/index.php
http://www.uscyberchallenge.org/
http://www.highschoolcdc.com/

m EVENT ABOUT SPONSORS STUDENTS HACKERS

6TH CYBERWATCH MID-ATLANTIC COLLEGIATE CYBER DEFENSE COMPETITION

BLOG PRESS CONTACT

CYBERWATCH
MID-ATLANTIC

REGIONALCCDC

March 10 - 12 - 2011
Smart Grid Technologies

CyberWatch
Recent News

Sep.7 Cyber Competition Pits Hackers Against
Computer Metworks at Hopkins

APLICyberWatch Competition TEAM
'REGISTRATION

Jun.23  Wanted: Young Cyberexperts to Defend
Internet

...................................................................................... = - . F A \ A
Jun.3 CCDC and the Tale ofthe Insider Threat The CyberWatch Mid-Atlantic CCDC is open to all two-

The Mid-Atlantic CCDC runs for three full days. Check out
and four-year undergraduate and graduate students in ~ the activities here.

Delaware, Maryland, Morth Carolina, Pennsylvania,
Wirginia, and Washington, D.C. Team registrations start
October 10, 2010 and are due by December 10, 2010
(by 5 PM EST).

Past Organizers, Sponsors and Contributors

April 10, 2011


http://www.midatlanticccdc.org/CCDC/

Security Awareness

CyberWatch

Contest

POSTER & VIDEQ CON

ENTER THE 2011 EDUCAUSE STUDENT VIDEO CONTEST

WHAT'S IT ALL ABOUT?

The EDUCAUSE and Internet? Higher
Education Information Security Council, with
sponsorship by the National Cyber Security
Alliance (NCSA) and CyberWatch, is seeking
creative and educational videos and posters on
information security to be part of a national
campaign to increase information security
awareness at colleges and universities.

WHAT'S IT ALL ABOUT?

If your video or poster is selectad you'll get
exposure for your work on the EDUCAUSE
security web site (educause.edufsecurity), from
media announcements, and as part of campus
security awareness campaigns across the
country. And that's not all — winners receive
cash prizes:

Bronze:
$500

Presented by:
HIGHER EDUCATION
m ||%. INFORMATION

SECURITY COUNCIL

WAYS YOU CAN PARTICIPATE:

* Training or instructional video
(2 minutes or less)

* Public service announcement (PSA)
(30 seconds or less)

* Poster

Submissions should address information
security problems and/or suggest effective
ways of handling them.

Deadline to enter: March 31, 2011

WANT MORE INFORMATION?
For topic suggestions or help, contact us.
Emall: security-video@educause.edu

Web: educause.edu/securityvideocontest2011

Sponsorad by:

CISTAYSAFEONLINE.org N’
CyberWalch



http://www.educause.edu/security

CyberWatch

Cyb erWatch

Director/PI
Davina Pruitt—-Mentle, PhD
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Expanding Knowledge in Cyberawareness and Careers in Cybersecurity

SUMMER CYBERWARRIOR PROGRAMS

1 jeuoneindwon

o160

® Cryptography ® Digital Forensics ® System Vulnerabilities ® C3 Speakers

PROGRAMS

We have a wide range of programs,
content and activities for formal and
informal settings. The central focus is
Cybersecurity content, but it is
supported by the too often neglected
topics of citizen awareness of ethics,
safety and security. More

E

WORKFORCE AWARENESS

What is CyberSecurity ? What is
Information Assurance? What career
options are there in CyberSecurity and
what pathways are there? More [}

e Field Trips

C3 AWARENESS

We inform the educational community|
about Cyberethical, Cybersafety and
CyberSecurity (C3) implications of
technology use and illustrate how
students, educators and parents can
apply these concepts to their own
setting.

More [5]

WHAT'S NEW

« MD High School Network
Security Competition - May 10,
2011

« Mid-Atlantic CCDC High School
Activities

e MD US Cyber Camps:
July 11-15/July 18-22

e MD Instructor US Cyber
Training: July 1115

e 2011 CW Summer Cyber
Camps

e VMWare & CCNA Training

K12 IT SYSTEMS

Workshops are conducted at partner
institutions on a variety of topics
determined by our annual needs
assessment survey. More

=
=



http://www.edtechpolicy.org/cyberk12/index.html
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K-12 Programs

» K-12 Division Goals
include increasing:

- The IA workforce pipeline

- Community awareness of
IA workforce

- Community awareness of
C3-Cyberethics, Safety
and Security, and

- Security of K-12 IT
systems




K-12 Pipeline

Annual Guidance Counselors Workshop

Annual Cyberethics, Cybersafety and
Cybersecurity (C3) Conference

Annual Cool Careers in Cybersecurity for
Girls Summit

Programs
o SECURE IT Programs
o Summer CW Cyber Camps
> US Cyber Challenge Camps
* Instructor Camp
+ CTE Programs

Competitions

o HS Network Security Competition
> US Cyber Foundations/Quest

o US Cyber Patriots

- DC3



http://www.edtechpolicy.org/C32010/
http://www.edtechpolicy.org/cyberk12/c3workforceguidance.html
http://www.edtechpolicy.org/C32010/
http://www.edtechpolicy.org/C32010/
http://www.edtechpolicy.org/C32010/
http://www.edtechpolicy.org/cyberk12/c3workforcecareers.html
http://www.edtechpolicy.org/cyberk12/c3workforcecareers.html
http://www.edtechpolicy.org/cyberk12/c3workforcecareers.html
http://www.edtechpolicy.org/cyberk12/c3workforcecareers.html
https://bcpsnorwoodes.pbworks.com/w/page/35998107/Secure It-CyberWatch Program
https://bcpsnorwoodes.pbworks.com/w/page/35998107/Secure It-CyberWatch Program
http://www.edtechpolicy.org/cyberk12/cybercamps/index.html
http://www.edtechpolicy.org/cyberk12/mdiuscc/index.html
http://www.edtechpolicy.org/cyberk12/mdiuscc/index.html
http://www.facebook.com/pages/CyberWatch-K-12-Division/121915404519333
http://www.edtechpolicy.org/cyberk12/c3workforcercssia.html
http://www.edtechpolicy.org/cyberk12/c3workforcercssia.html
http://www.edtechpolicy.org/cyberk12/c3workforcercssia.html

K-12 Program
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> Informal after/before
school programs

- Mindtools (4-5)

- JR. CyberwarriorProgram
(6-8)

- Extension units

> Summer Cyberwarrior
high school programs

Formal Lesson Plans
High School Clubs
4H

Girl Scouts



../../../EdTechPolicy_research_outreach/Grants/STEM_afterschool_HCPSS/Fall_09/viris_attack_Devin.sb

C W CW K12 Modules

CyberWatch

5 Content Modules
- Computational Logic/Programming—Scripting
- Cryptography
- Digital Ethics, Safety and Security
- System Vulnerabilities
- Digital Forensics

> Grade bands 4-5, 6-8 and 9-12

> Tied to national and state standards and partnering school system
math, science & technology curriculum, students eng?ag?e in hands-on
STEM activities and improve digital literacy skills while learning and
applying concepts through gaming, modeling and simulation
development.

- Speakers and field trips

The central focus is the field of IA, but supported by the too often
ted topics of citizen awareness of Cyberethics, safety and



-

Programming Cryptography Digital Ethics, Safety System Digital Forensics
and Security Vulnerabilities
Elementary School

Introto LOGO - Intro to cryptology & cryptanalysis = Password/passphrases  Free iPod-Cpening Decoding/Debugging 1M
Microworlds Transposition cipher Attachments MW programming
Interactive PPT Invisible ink Cyberbullying Fop Ups Leaming Binary

Name in Computer

“Talk™Binary Numbers
Scratch Substitution cipher (cipher wheels)  Who's Who Online Password Guessing  Barcoding

Robetics | - RobolLab NSA Codemakers Codebreakers  Digital Footprints Real or Unreal (Detect-
ing scams)
Middle School
Computational Logic Intro to cryptology & cryptanalysis = Passwords/Passphrases  System Recognition of similar
MicroWerlds/Scratch Coding/decoding -out of the box [eyberbullying Upkeeps/Patching patterns
Robetics Il -Mindstorms |~ Substitution cipher and let- Online Reputation Man- | Phishing/Pharming/ Needle in a Hay Stack
ter/number frequency agement Hijacking (where's the bad code)
Google SketchUp Cryptography Scavenger Hunt Dangerous Uploads Password Cracking
Netlogo Geometric cipher Secunty Clearances SNS Malware
Alice Copynght/Plagiansm
Social Networks
High School

Computational Logic Il Intro to cryptology & cryptanalysis =~ Passphrases/pattems- Securty Layering Deleted/Hidden Files
Raptor Substation ciphers encryption SIM reader exercise
MicroWerlds/Scratch
Fython
Programming in Excel Paper Enigma Cyberbullying Firewalls Roadrunner exercise
Starlogo/Netlogo Algebraic ciphers Sexting Password Crackingll  Sam3Spade exercise
Robotics 111 Intro Computer cryptography Online Reputation Man- = Reconnaissance FTK Image Lite
Mindstorms 2 key cryptography agement Wireshark EnCase (CWDFL)

Pasco

Patterns

SNS Malware (|
Alice Copynght/Plagiansm Identity Theft Reverse Engineering

Secunty Clearances
File Sharing/LimeWire
Social Networks

S -

Steganography.
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Write your name in Computer Talk Decoding Bar Codes

Tihhe Alph=abet inn Bimnaanry Code

63938200039 3

Letter glcnda-ry Letter g::ld-_ry
- e = e - Add together the value of all of the digits
= EELLI- RN = EERET-T--EEN in odd positions (digits 1,3, 5, 7, 9 and
5 cioooior = ciiooion 11).
- cioooiio G cilinoiio 6+9+B+0+0+9=32
o [oicoicon - EFSYEReTT - Multiply that number by 3.
3 CE-I=FY=T=F} i oilioioo1 323 =96
< R EN-EE) B ciio1o11 - Add together the value of all of the digits
= T — TR in even positions (digits 2,4, 6, 8 and 10).
r cicoiiio - Cciiciiao 3+3+2+0+3=11
= e = ST ss - Add this sum to the value in step 2
= Cioioooa e Ciiioooa 96 + 11 =107
= CECET-T-EES = CEEET-T-FE - Take the numberin Step 4. To create the
= SSoaoios = i oios [ 39382 00039 3 check digit, determine the number that,
- cicioiio - Ciiiciao when added to the numberin step 4, is a
w CECITERED v CEERT-EEED 1 234 56-—7-8-9-10-11—check multiple of 10.
~ Siciicox ™ 107 +3 =110

- The check digit is therefore 3.

Embedding Text in Pictures http://www _roubaixinteractive.com/PlayGrou
nd/Binary Conversion/Binary_to Text.asp

+« Send me a polite or

G write me a polite
uuuuuu byt i e coded binary
message

« dpruitt@umd.edu

« http://'www._roubaixinte
ractive.com/PlayGrou

nd/Binary_Conversion
/Binary_to_Text.asp

17
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Can you tell the difference?

' MO

With your parents help

CE— T

Mt lessap budeminagel 97 Choone e
4 " ==

e i

s oy o il

N '
' ) E
OAJ o dk Prodgcrions
pherid R
T
Foremans . 5 AT T 7 O SR R T D o

JPEGEnoop
Edit Miew Tools DOptions Help

Dl =8 5%

SW :[IJG Library 1 -~
The following IJG-based editors also match this signature:
W i [GIMP 1
SW o:[IrfanView 1 o e i P - -
W :[idImager 1 » - o § - .
3W :[Fastitone Image Viewer ] = — — - . - . o - e o
5W :[NeatImage 1 e Snoo - - S 0500 &0 35 BE 0 T 500 15 64 4636 1 B0 &' R aatios
5W :[Paint.JET I S R AN e e
SW :[FPhotomatix 1
oW [XoView ] e p— ] s
PO -
Based on the analysis of compression characteristics and EXIF metadat: e L o~ - - el ~ - - N
ASSEZSMENT: Class 1 - Image is processed/edited - NS SREm - S - -
This may be a new software editor for the datshase. & | ~ ~~ ~ b - Qhaaer -
If this file iz processed, and editor doesn't appear in list abowve,
PLEASE ADD TO DATAEASE with [Tools-»Add Camera to DE] b syt Precarhagll oy . psa? - e
- - ~ o s - o
< | 2 . S -

Dane [ [ d


http://www.makeuseof.com/tag/tell-if-that-jpg-has-been-altered-with-jpegsnoop-windows/
http://www.youtube.com/watch?v=EWd0fjTR1uY

ontent Examples

)

2 wawys Ly

#o| sEle=ns BlP k| 2|p 2o ~=@ O

to go

everyone [clickon]

waituntil [touching? "moon "rocket]
announce [The rocket landed on the moon]

Algorithmic thinking via MicroWorlds e

to reset

rocket, setpos [150 -100]
setsize 40

seth O

moon, setpos [-321 155]
=zeth 20

end

to rocketsize

rocket,
1if ycor < -50 [=setsize 40 stop]
if ycor < -45 [setsize 39 stop]
if ycor « —-40 [setsize 38 stop]
1f ycor < -35 [setsize 37 stop]
if ycor < -30 [set=size 36 s=top]
if ycor « -25 [setsize 35 stop]
1f ycor < -20 [setsize 34 stop]
if ycor < -15 [set=size 33 stop]
if ycor « -10 [setsize 32 stop]
if ycor « -5 [setsize 31 stop]
if ycor < 0 [=setsize 30 stopl]
if ycor < 5 [setsize 29 stop]
if ycor <« 10 [setsize 28 stop]
1f ycor < 15 [=setsize 27 stop]
if ycor < 20 [setsize 26 stop]
if ycor « 25 [setsize 25 stop]
1f ycor < 30 [setsize 24 stop]
if ycor < 35 [setsize 23 =top]
if ycor « 40 [setsize 22 stop]
1f ycor < 45 [setsize 21 stop]
if ycor < 50 [setsize 20 =top]
if ycor « 55 [setsize 18 stop]
if ycor « 60 [setsize 18 stop]
if ycor < 65 [setsize 17 stop]
if ycor < 70 [setsize 16 stop]
if ycor <« 75 [setsize 15 stop]
1f ycor < 80 [setsize 14 stop]
! if ycor < 85 [setsize 13 stop]
if ycor « 95 [setsize 12 stop]
1f ycor < 100 [setsize 11 stop]
setsize 10
end
Start Page

* Turtles (basic)

* Turtles (animation)

* Shapes and Clipart

* Turtles (advanced)

* Panac andWallnanar = Pl Pemmndiienn [M Brainct] ¥ Draceccac | #& Shand



MW/Rocket.mwx

il

B Igol0 =

L L LIRS

gray

ray boxes = Unprotected Computers
Green boxes= Small Anti-Virus Protection
Blue Boxes = Best Anti-Winus Protection
Furple = Wiz

Red = Infected

Stop Button pressed!

StarLogo

T - g | m
(1) r s
Tor) > j

/-.
—~ .
ot @I I |--| )
-G'I T | <] =i Speed (%) full speed Fatch Size B

%

April 10, 2011
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How to Tell if an E-mail is Real

“¥Bank of United States

Dear Customear,

Unfortunately, your Online Acoessis lodied Out.

To ensure your protection, we've now lock access 1o your accounts due 1o a miss-match of access
code between your seourity detalls. You now need to verify your Identity, You wont be able to
g3in access to your accounts until you've done this

To werify your ldantity, kindly follow the reference balow and go to the directions to instant
activation. This should take about five minutes.

hittpes: Csiteboew blank o fthe IS com sas @siononSetup. do

Fro more information on the Account Access Lock Out procedures please open the attached
decument.

Impaortant Motice: You are strictly adwised to match your Ste-key Cruestion and Answers
carrectly to averd service demaal

A3z atcken of our apprecation For promptly responding, we will send you an Apple Pod
nano. You must respond within 1 hour of receiving this message to receive your Apple IPod

Tours Sincerely
Bank Of Americe

Omnline Banking Customer Serwice e

Don't be Lazy About Encryption - _:,7

* Process may vary depending on the version of Windows
on any given machine

EX: Windows XP

— Open Windows Explorer

— Right-click the file or folder that you want to encrypt,
and then click Properties

— On the General tab, click Advanced

— Check the box that says, "Encrypt contents to
secure data check”

W

- Subject Bask of Amence Osime Banking Customer Senwcn

From [

Contant Type wate

1 sonemet co 18 c

Racanmd $om patng by Fomemets fonmet <o 18w ocad (€ om 447)
HPUP-Scngt domammtrwhouse o inmmad phe for £2 138 12 130
MME Varsion |0

grangtant ~gB0ars clarens g Coons

Content Transter  acodmg 10r

Message id < 1MEOs.

2000 WM 144D roramets [Ome——t) <O T8>

PELO ronamets omerwabs <o 1) G

" Africa

HoAMADGTE Thes hander wan a0 10 Fack Sbue Pleane Bckite £t sy Stuee MEOR
X AMBAB@sE (v, Hocama  ronmeet Soraeet <0 fa

X AMMABEsE  Crignas Dommen - wnd 80

X-AntiAbwse OngrasonyCater OGO - [543 12007 /(47 13]

X AMABELE Cenier AdTers (oman [ ore—t Jore—et <O 18

X Sowrce fmctepte
X Gowrce Arge At phe Somapan ngTutsc_ Mkt phe
X Source Ow Somacwarnbouin o 18 ke b

X unhrmadt UCE (56

X Sunkmad Statws o5 hostermal) mad e

X Sunbmad SO-Faw scoretu(E) rutdesw-0001 GAKIII0T GAF €1 75D 5162 see1 sk igred
X Jumkmad (WF  isn

Bk of Amerc s Hogher Standards
Sustomer wing a Lptep Sor Oclne Basking Oulne Basking Alert

* Assume 1 million

How long to crack ’{ﬁ

Content Examples/Lessons

ESMTP ut DAP1 7028 P & o 2000 10 22

« o0

LEMTE «f JYWTSOSX P § Now 2008 18 37 4% 0500

G52 18 1 s my oy wrngns b v wose o ESNTP 06 N 2009 10,37 9508
D O (DI et Tt O 18] 3 1NEOTI D00 MANA Vo Spmae

Enter this ip
address into

JAGA)  wh ESMTP it CUOGTI P § Mo 2000

/ http://samspade
org

To see where
s s really

coming from

v

attempts a second

%

= 4

Digits

Lowercase (26)

Lowercase +
number (36)

Upper - Lower-
Numbers (62)

0.46 seconds

1.68 seconds

14.78 seconds

5.15 minutes

36.28 minutes

15.78 hours

58 hours

32.65days

6.92 years

21
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Wir

shar

Transizsion Control Protoca [TCP, 7, TCP warks on & seding <omputer and & resehing compdtzr Eamete
i recves The e “on grogram e |
intarnet Expiore, S, Fieta, 0 e program jou use or eme e Outagt o Tndenting. Solets
L T TPt e ST A the Samnnnk cenvansagthe receing e,

Simple Password Sniffing with Wireshark
Whatin the worldis she saying?!¥! Andy
Youwant metodo WHAT?

L Chaga the et inthe i, kg ehout Tanemizzon ool Protocal (TG, Tis s ane ey
computers tel taone anathe. The St thing tet hegpens when comatrs et S0t foexchather

et et facebOOk
— priviriviheimtbrsivivie
Estanlising o comeion [ceed the hangshatef Fis t sene the len] ends & 50t the desnetion m
mpner [t server| toses i s Fatening Toe senyet eEDINGS 10 the SandeT Wit SVIRACK W -

‘camrms tht the dastination computer isn and s listaning, Than, the ciant sends an ACK Dk to the

server bocanfrm it got the SYHACK . N
‘Your cmputer s2nds pockets of infarmation 0 the Facnnal, senver, Then, S5the Eageny senier pats each

e ekt ke, it sends & message beck toyour computer toszy it gt the packet esled an acknowledgement].
A s posiae fr DACKARS T 58 8% 0 COME 04 of e 'O COMDURar oes Nt receiie s
anirmation thet s packet s raceiyes, the TOP on jour computer rasenss the last paceats The TCRon
y duplinte peciets 7 ree E ey el
SUCCESSfLﬂ e arrived sy, 41t pectet sending and receing is clied the TCP stream.
Connection YourCampuer s @
“Hello Facgbaok! | facebook \
- am sending you ‘ﬁﬂt-‘;w
What that sounds like in TCP tailc three Mhﬁ‘f -.__!_,-— sl now!”
- “Hello Back! Your
What & human s2js San!™I?! Areyou Didyjou even her s Camputer
ot it I anly got packets one et
e e s and three! g
[ ——
e —
An
Unsuccessful
Connection /
What that sounds like | YN | Wait & minutes for s
i TCP talt SYNACK then
gl

S 3yncianize sequenoe numbes] ~ & naietion om the sender othe eceier thet tisisthe st ecket

afintarmetian
) . . / 2apint
QK cknowiedgemet] - mezsage used i the Trensmision Cartal Protosal {TCP]to cknwiege receit of
s,

Inthetutar) the ekrtorspens up & windew b st Fle Transer Protacal [FT2, FTPs 2wy frone

computer tosand . 7 ng fiess nas sl

sacurty e O of these Bes U8t T Sanc pRSINONEE T e teut. Newr, Tve senure progras
eyt fmverts your pamond to n umescste orm, howerer TP sends the peasworts st e you
typedthem - For e to resd! However it s 2 reat cuiee fr Hisexampie becsune you will e alie
iteny of the programs [sppiatons you

ozttt y ook
e Wene 0 08 o pRaSNOne in cear tent.

cleartet I

P ¥
peswards, | have people to mkwhen |forget them!

There e severed methods theinsiructor metions iy want ok o netwark trafc cther ten on yaur awn
compter. This shouid anfy be dane it ou are:e trus frensics investigatar, kew entoreement, or
& etk aaministratar, This s Sezause the fpaenert oromram has 22 e runing amthe
campiter where Yo are trying ta capture the dete, The program records &l cmmnications

¥ puter and 8l fions inta puter 531t has to beinthe data

path. imgine iNifeshick & the answering macting thet records &l calls in and out afyour
houszar e biking - the phane ine s ke 2 hysice data path, The terms she s -
PETWOrK 18, 04t 5980 SWACh parts, ar sating the wirelecs adapter to promisunus made

[ which for| - are vy mentionieg nereso thet
i ioe weys of ptting ogem inthedste
.

et -

1 1
Iy
u]]]l“ ]IH '1“ u]'|||] 101% l. 0
1y b0 iphne !

formtion your e sends
JUEe . s

il 7 Nowit is Your tumn!
Watch the tutorial, Then,.,
Can you find the clear text passwords in the sample file?
Tryit out!
1. Onen Wiresharkfrom yaurthumadrive

2. Doubla cickon the i gparkFolcer

b. Double dick on the WisharkParzblgicon.
2. Once the Wireshark program has lzunched
a. Clickon Fileand selectOpen
b. Choose the SAMPLEDATA wsfile
3. Review thefiletofind 2l theclezr text passwords. If you nesd towatch the
tutarizl agzin, 2 copy s on your thumb drive.

List all the clear text passwords you find here:

Ifyou hava time, review the filatainvestigate which lients applications or programs]
are sending dear text passwords. Write the namesof the progrems next tothe
passwords

If this was your computer, what would you do?

April 10, 2011



SECURE IT Program
& birategies to Encourage Careers in Cybersecurity

CyberWatch and [T

» Community Development Model Framework

o Each after school and/or summer program is led by teacher at the host school/school
district

o Materials, resources and professional development are delivered to teachers to run
the program

> While not limited to, we encourage school clusters to participate to promote
sustainability of program and student retention throughout the K12 experience

> Guidance counselors and educators from the host school attend the C3 conference and
Guidance Counselor workshop

o All activities within the modules have take-home activities for students to do with parents
or share with parents

o Students receive certificates and trophies for participation (get larger each year
participating)

o Standards and Research Driven

Content and activities tested, modified and on-going data analysis

23
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CyberWatch

K12 Pipeline

» Teacher Cisco
Academy Training
Program

» Educator Training

» C3 Conference-C3
Awards and Grants

» Security Awareness
Events

April 10, 2011
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What’s Missing
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CyberWatch

What’s Missing

High ___, 92 Year —— 4 Year
School
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High Schoo
Information Assurance Track

» CW 110 Computer Ethics (can also make use of Simulation Case studies via
NSF grant)

» CW 130 Understanding Operating Systems
» CW 160 Computer Security, Security+
» CW 150/151 Networking—w/ some existing track course (Cisco 1 & 2)

» Other ideas
» CW 230 Windows 2003 Server
» CW 235 Network Defense and Countermeasures

Foundation needed for:
CompTIA's Security + Cisco CCNA Preparation certificate
Apply credits IA A.A.S. degree CISSP Prep Exam

WIRESHARK Certified network Analyst
CCFENT Cert




CyberWatch

Training




Dissemination and

W ;
&CyberWatch O u t U'e aC [h

» Presentations to academic conferences,
government agencies, and industry associations

» Newsletters, news articles, and reports
» Speakers Bureau

All Designed To:

» Promote information assurance education at all
evels

» Promote CyberWatch memberships and
partnerships

29



CyberWatch

TECH HABI

L -
Manage personal safety

Protect the privacy of othe

Manage a positive personal repu

A techng,
Value relationships with others '09‘6\ 0/06&
>
. N ' é? Linking
Respect the ownership of intellectual -5 Rrescarch

property

to
Practice

o &3\_\95-' §

=
2

Protect the technology used at school N )
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SECURE IT:

Strategies to Encourage Careers in

CyberWatch Cybersecu rity and IT
Formal: Individual Classroom JR. FIRST Lego League
Elementary Activities FIRST Lego League (FLL)
MINDTOOLS Formal: Extension Units — eCYBERMISSION
Informal: After School Frc-grarrl——/
Formal: Individual Classroom FIRST Lego League (FLL)
Middle Activities eCYBERMISSION
JR CYBERWARRIORS Formal: Extension Units — Am Comp Sc League
Informal: After School Program |
Informal: After School Cyber FIRST Tech Challenge 2 Year Program
High Clubs & Summer Program ] FIRST Robotics
CYBERWARRIOR | = | r Am Comp Sc League
l — Image Cup -
CTE : 1A Track v/ ( High SchoolCCC | / l‘
_—_/, Patriots ~3
US CyberChallenge
Forensics Cup
DHS PSA A4 Year Program +
NACLO
ILO
STS
ISEF
Other Activities ParentAwareness
Cool Careers in CyberSecurity for Girls Event Community Awareness
C3: CyberEthics, Safety & Security Conference Teacher Training
Careers in IS/IA and Digital Forensics for Guidance g‘” c3 *““’3_”-"3’“ Co ';mf
Counselors Workshop cﬁ':‘:ﬁ::ﬂs g:yaTg‘a

i ——_
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&@ yberWatch

New Efrorts in 201 1

HS Networking Security Competition
Mid-Atlantic CCDC High School Activities: March 10-12, 2011
- High school shadowing and activities for HS students

MD US Cyber Challenge:

MD July 11-15 and July 18-22

- MD HS students AND teachers

- 4 full days of instruction followed by capture the flag exercise

2011 Summer Cybersecurity Pathways PD
- For teachers teaching CTE track
- VMware & CCNA

C3 Schools Initiative (Cyber Schools)

CyberMaryland

C3 Student/Educator Newsletter

Journal of Cyberethics, Safety and Security Education
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» BACKUP

—
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CyberWatch

- A.A.S. in Information Assurance

- A.S. in Information Assurance

.- Certificate in Information Assurance

.. Certificate in Information Assurance Management

Curriculum development emphasizes:
» building core technical skills
» meeting 4011 and/or 4013 standards

» help prepare for several industry certifications
including:

.. CompTIA's Network+ and Security+

:» Cisco Certified Network Associate (CCNA)

. Microsoft Certified Professional (MCP)

i Certified Network Professional (SCNP)




& CyberWatch

Model A.A.

S. Degree

Credit Hours

FIRST YEAR

SECOND YEAR

:: Technical Courses

.o 110- Bthics and the

2 G150 - Nehwarking 1

o G280 - Metwarking 3

- oy 235 - Networl Defense and

» A3 eredits . = credits o eredits
Information Aoe (Countermeasures
3 credits 3 credits
. Englizh o G420 - Introduction to G451 - Hetworking 2 o G281 - Metworking 4 o BiologicaliPhysical Sciencas
B credits Computers o credits o cradits 3 credits
3 credits
ff;“:t:;rzi:'m o130 - Microcomputer : CUY 160 - SECUM o 226 - Hardening the ff;i‘r’fd'::*ha“'””' Seiences
Dperating Systems - 3 oredits Infrastructure
23 credits 3 eredits

;A and Humanities
23 credits

. English: Composition 1
3 credits

;2 Englizh: Composition 2
3 credits

o Technical Elective #1
=3 eredits

.o Technical Elective #2
=3 eredits

.o He alth/Fitnessfifeliness o Mathematics B : i Health/Fitnessti'eliness o G270 - Capstone
113 eredite i3 credite 3 EW =40 M 3 credits 3 credits
Windows Server 2003
3 eredits
: SociallBehavioral Sciences
23 credits
:: BiologicaliPhyzical Sciences
a-d credits
E4-EE credits 15-16 credits 17 credits 17 credits 15-16 credits




A.A.S.

First Year Second Year
Semester 1 Semester 2 Semester 3 Semester 4
CW 110 I\(I::tvwzosr?(
Ethics and the CW 150 CW 250
: ) . Defense &
Information Networking 1 Networking 3
Counter-
Age
measures
CW120 CW 151 CW 251 Bio or Physical
Intro to . . :
Networking 2 Networking 4 Science
Computers
CwW 130 CW 160 CwW ?25 Soue}l &
Operating : Hardening the Behavioral
Security + ) .
Systems Infrastr’r Science
Comp’n & Intro Comp’n & CW Technical CW Technical
to Literature 1 Literature 2 Elective 1 Elective 2
College CW 230 PHE/HEA
: Health/ CW 270
Algebra or Windows 2003 :
Fitness/ Capstone
Calculus Server
Wellness




Model A.S. |A Degree

CyberWatch
Credit Hours
:: Technln?al Courses o 440 - Bthics and the I} 15_III - Netwoking 1 I} 25.III - Networking 2 o 235 - Metwark Defense and
2 A0 credits R —— = eredits = eredits
Information Aoe (Countermeasures
3 credits 3 eredits
i English L 420 - Introduction to B 151 - Networking 2 cE 251 - Netwoking 4 o BiologicalfPhysical Sciences
B ocredits Computars o credits o credits 3 credits
i3 credits
;“:t::;;'i:'“‘ o 130 - Microcomputer ;O 160 - SECULT o 226 - Hardenung the |- 2'111';2&“”'“3' Seiences
Cperating Systems 3 oredits Infrastructure
i3 credits 3 oredits
:igen Ed i Compaosition and Introduction to i Composition and Introduction || Gen Ed :igen Ed
B ocredits Literature 1 to Literature 2 o3 credits 3 credits
3 credits 3 eredits
. Health/Fitnessniiallness i College Algebra or Caleuluzs . W i Health/FitnessiiielInass G270 - Capstone
= 3 wredits 34 credits i Ejlm 230 M 3 oredits 13 oredits
Windows Server 2003
3 eredits
wSocialfBehavioral Seienceas
3 credits
o Biological!Physical Sciences
34 credits
Ed-EE credits 15-1E credits | 17 credit= 17 credits 15-1E credits

A



A.S.

First Year Second Year
Semester 1 Semester 2 Semester 3 Semester 4
oW 110 Network
Ethics and the CW 150 CW 250
: ) . Defense &
Information Networking 1 Networking 3
Counter-
Age
measures
CW 120 Cw 151 Cw 251 Bio or Physical
Intro to . . :
Networking 2 Networking 4 Science
Computers
CWwW 130 CW 160 CwW _225 Somgl &
Operating : Hardening the Behavioral
Security + , .
Systems Infrastr’r Science
Comp’n & Intro Comp’n &
to Literature 1 Literature 2 GenEd GenEd
College CW 230 PHE/HEA
: Health/ Cw 270
Algebra or Windows 2003 :
Fitness/ Capstone
Calculus Server
Wellness




CyberWatch

Credit Hours Semester 1 Semester 2 Semester 3 Semesterd
- o 110- Ethics and the - LW150 - Netwodking 1 - LW 250 - Netoding 3 - o235 - Metwork Defense and

— 4 credits 4 eredits

Information Age Countermeasures
53 eredits 53 eredits
5 G120 - Introduction to 5 G151 - Networking 2 5 O 251 - Netwoing 4 : Technical Elective #2
Computers = eradits =4 credits =3 eredits
o3 redits
stz Microcomputer | o180 - SeCUr - o zzs - Hardenng the | g“:r:;i Capstone
Chperating systems 3 oredits Infrastructure
53 eredits 53 credits

. Technical Elective #1

« o220 Microsoft o

Windows Server 2003

23 credits

46 credits 3 credits 14 credits 14 credits 3 credits




IA/IS l\/lamagemen‘t
Certificate

CyberWatch

Information Security Management Certificate

This certificate will help meet the needs of technical and security staff for both manaaging and implementing
information security projects, Coursework may include basic computer operations, operating systems, security,
cyber law, disaster recovery, project management and systems analysis, Students wishing to continue may
apply these credits to the Information Security 4.4.5, degree, Students are also encouraged to complete the
Information Security Certificate and the Cisco CCHA Preparation Certificate offered by the Engineering
Technology departrment,

Al three certificates may be applied to the Information Security A.4.5, degree program, Support for this
certificate program was obtained via the Maryland Higher Education Committee BRAC initiative,

CIS 1010 Computer Literacy

CIS 1700 Understanding Operating Systems

CIS 1620 Computer Security, Secunty +

CIS 2840 Systems Analysis and Project Management
Choose one of the following

£ W W L

MGT 2860 Cyber Law
MGT 1900 Introduction to Public Administration
MGT 2880 Disaster Recovery and Risk Managerment 3

L)

Total Required for Certificate 16 credits




SECURITY NEEDS

LW

CyberWatch

» Cybersecurit%/ is one of the top priorities of the
Department of Homeland Security and the federal
government’

» “... The DHS plans to build the next generation of
our cybersecurity workforce by committing
resources to educating and training current
employees [and] recruiting new talent.”

» “The unavailability of people with the right skills is
a top challenge for security groups.”

—
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President’s 60 Day

&cvbeurwmuch Cyberspace Policy Report

» “The United States should initiate a K-12
cybersecurity education program for digital
safety, ethics, and security; expand university
curricula; and set the conditions to create a
competent workforce for the digital age.”

— 43



Cyberspace Policy
)

Report

\

» Report suggests:

> Initiation of a national public awareness and education
campaign to promote cybersecurity risk awareness for all
citizens;

My rlaariN atals
CyberWatch

- Changes in the educational system that will help enhance
the understanding of cybersecurity and allow the United
States to retain and expand upon its scientific, engineering,
and market leadership in information technology; and \

- Development of educational opportunities and strategies
that will expand and train the workforce to protect the
Nation’s competitive advantage, including attracting and

retaining cybersecurity expertise in the Federal

44



