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Cryptography Inquiry Lesson

Cryptography can be defined as the coding and decoding of messages sent, so that they may only be read by the sender and the recipient. The Egyptians, Greeks and Romans all used secret codes in military and politics. Caesar used a simple shift of three so that A meant D, B meant E and so on. Most people were illiterate so any type of substitution worked. 
Frequency analysis was developed in the Middle Ages to crack codes by looking at letters that appeared the most frequent. By the 20th century, mathematical models were used and encrypting machines were introduced such as the WWII German ENIGMA. Turin’s team cracking the ENIGMA code was an important contribution to the allies’ victory.

Modern day cryptography is dominated by computers and is still used in the military and government but also by business and private individuals (computer data transfer) and uses bigger “keys” (i.e. algorithms), to keep secure. No system is 100% unbreakable since the ideas are based on mathematics.  
We will be using several “KEYS” to lock and unlock our message so that it can only be read by a friend who also has the “KEYS” to unlock it. 

THE FIRST KEY

Since we are going to be using numeric codes we need a way to convert letters to numbers. How can we accomplish this? Make your own conversion KEY and write it down. 

For this example we will assign different numbers to each letter or character as follows:
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Let’s send the message “Math rules! 

Map the letters to the corresponding numbers. What do you get?

Is this a secure code? How long would it take to break? What if you had a computer to help you break the code, then how long would it take? 

Does your own conversion KEY match the alphabet shown here? Does it have to match? What can be done different to make a more secure KEY?  

THE SECOND & THIRD KEYS
We will be using matrices to make a second KEY and encode our message. Randomly choose a block size (blocks of two numbers, three numbers, four numbers, etc) and divide up your message into these blocks using zeros at the end if needed. The block size is our second key. What do your blocks look like?    

Let’s use blocks of two for this example, so from our message,

13   1  20  8  0  18  21  12  5  19  29

the first block is ‘13  1’  , the second block is ’20  8’, etc. what are remaining blocks?     

Form a Matrix M by orderly placing the blocks as columns of this matrix. The first block has been shown as an example. Insert the rest of the blocks and complete M.
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What does your matrix M look like? 

Now that we have our message in matrix form how can we lock it so that our friend can unlock it? In other words, using our knowledge about matrices, what mathematical operation can we perform on M so that we can get the same message M back by performing the opposite operation? Try it with your matrix M. Does it work? 

We can encode M multiplying by a random square matrix A, and then decode the result multiplying by its inverse matrix A-1 to get the original matrix M back. We consider this multiplication our third key!
What dimensions should A have?

OK choose an invertible square matrix A and try it. Did you get an error? Why?

Try another one. Did you get your answer with fractions? How can you avoid getting fractions in your answer, i.e., how can you choose A so that not only is invertible, but also you avoid obtaining fractions?

If you had problems when you chose your own matrix A, you may have overlooked some important considerations. 

1. How do we determine what size square matrix A should have?
2. When does a square matrix have an inverse?

3. We would like all integer entries for both A and A-1. Since we chose integers in A, how can we guarantee that A-1 will have integers?
For the purposes of this lesson let us choose 
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Multiple M by A to get M1;
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If we multiply by A-1 , we should get our original message M back 
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Explain in your own words what is happening and why this works. 

THE FOURTH KEY

We have used an arbitrary block size and matrix multiplication to change the numbers in our message. Now let’s add another KEY by changing each individual number so it would be even harder to crack the code. We cannot just multiply since our numbers will soon be too big to convert back into letters (our alphabet only has 30 characters). The solution is to use modular arithmetic. 

REVIEW ON MODULAR ARITHMATIC

Any integer number N can be written as N=qx +r where x is the modular and r is positive, and both q and r are integers. So for mod31 we want the form of each number to be N=q*31 + r and we will keep the result r. For example

81 = 2*31+19         so     mod31 (81) = 19

-135 = -5*31+20    so     mod31 (-135) = 20

Recall that arithmetic module q is used to take any number and convert it into any positive integer less then q. Since our alphabet has 30 characters, what is the smallest mod number q that can be used? It also helps if the mod number is a prime. Why?

Select a mod number and apply it to your own matrix M1. What do you get? Apply mod31 to the matrix M1 in this lesson. What do you get?    

SENDING THE MESSAGE

We want to send numbers as our code. Convert into letters and what is the code we are sending? What is the coded message from your own matrix M2?

Without knowing what four things would make it difficult to decipher or crack this message?

DECODING THE MESSAGE

Now that your friend has the message, it needs to be decoded by unlocking it with the three keys we used earlier. 

First convert the letters into numbers and form what?

Now “unlock” using the second KEY. What do you get?

Now apply the third KEY to each number in the matrix. What do you get?

Can you finish getting the message from here?

Does the order of applying the last two “keys” make a difference in unlocking the code? Try it both ways and summarize the results. What problem may develop? 

Summary

Explain in your own words how each KEY works and why we use them.

Extension

1) Get together with a partner and send your own secret messages back and forth. Do not share the message but have one person send it to the partner and the partner figure it out. Then switch roles. Can you communicate successfully? You will need to decide on your own encoding matrix (A), mod, alphabet, etc. 

2) Try to intercept and decode another team’s message. Try it with just substitution first and then with matrixes. Which one is harder?

3) Can you think of any other KEYS that can be used?
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