Disaster Recovery

Disaster Recovery: Students will experience the work of a disaster recovery specialist as they create a disaster recovery plan for their computer systems. 

Begin a discussion with your students about disaster recovery.

· Students may think about Katrina or September 11th or other natural disasters. This is a good start because if you had a home or a business in the affected areas you would have to think about how to get your life or business back to functioning again (normal cannot be a goal when discussing disasters)

Then ask students to talk about what they would need to function daily.
· Food, water, shelter will be on their mind. 

Steer the discussion towards what you would need if you were responsible for the technology of a business or a family -- Because a disaster recovery specialist is the person in a business who is responsible for getting the business running again.

· List of important systems

· List of people to contact

· List of technology that would need to be working

· A recent full back up of the system

Describe and discuss this abbreviated disaster recovery process for the students

· Identify the Threats

· Threats come in human, natural, and technological forms

· Humans can forget their passwords, accidently delete files, or fall prey to scams

· Technical failures like broken hard drives happen all the time

· Natural threats can be from fires, floods or even leaking plumbing

· Assess the Risk /Determine the Likelihood
· For each area, and person these might vary. In California, earthquakes are a threat. Kansas might have tornados. In Maryland, hurricanes might be a problem.  Some students might have portable technology so theft might be a greater issue than for a desktop system. It is not cost effective to address every possible threat so each student needs to identify the top threats for his/her technology
· Compare the Cost to the Benefit 
· Some solutions – such as buying a complete back-up computer system are too expensive to protect from threats. So only the ones that are cost effective should be implemented.

· Prepare a Readiness Plan

· You need to know what to do if there is a technology disaster. So, you will brainstorm the things you will need to know to create this plan

· Test the Plan

· If you don’t test it you will not know if it works when you need it.
Researching a plan

Give students the Home Disaster Recovery Handouts. Allow them to either brainstorm answers to the research questions or if technology is available let them research the answers. Working in teams and then sharing the responses is a good way to get diverse answers to the questions.

· If you do this by brainstorming. Have the students write all possible types of threats on post it notes. Then work together to sort them by the three types of threats. Then ask them to rank the threats. 

Extending the activity

Send the Recovery Checklist and New Computer Checklist home with students to work through with their parents.
Home Disaster Recovery Process

· Identify the Threats

· Assess the Risk /Determine the Likelihood
· Compare the Cost to the Benefit 
· Prepare a Readiness Plan

· Test the Plan

3 Types of Threats
Human: 

· Loss of life, loss of memory, betrayal of confidence, theft, accidental deletion, hackers, malware, phishing, pharming, fraud, terrorism, theft, loss of equipment
Technical:

· equipment failure, malware, hackers, power failure

Natural: 

· fire, flood, electrical, tornado, earthquake, hurricane, leaking plumbing, 

What are you protecting?

Physical Hardware: keep your technology from being stolen, password protect the system so that even if stolen it is difficult to access the data.

Applications (programs): Keep your applications running well and protected from malware. Update your applications regularly. Update and run malware scanning software daily.

Data (pictures, files, music, saved games, identity information): Protect your system from unauthorized access or destruction. 

Network security: Use a firewall and change default passwords to keep unauthorized users off your system -- Only logon to well known networks.

Researching a Plan that works for you

	Type of Threat
	Top Three Threats for my technology
	What are you protecting?

Add one or more of the following codes for each threat

1 – Physical

2 – Applications

3- Data

4- Network Security
	What can you do about it?



	Name the top three HUMAN threats that can cause a technology disaster
	
	
	

	
	
	
	

	
	
	
	

	Name the top three TECHNICAL threats that can cause a technology disaster
	
	
	

	
	
	
	

	
	
	
	

	Name the top three NATURAL threats that can cause a technology disaster
	
	
	

	
	
	
	

	
	
	
	


Recovery Checklist

· Make a list of hardware 

· Computers, cell phones, cameras, etc.

_________________________________________________________________________________________________________________________________________________________________________________________________________Make a list of software 

· Keep all original disks, serial numbers and authorization codes in a safe location

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

· Create a recovery disc

· Back-up Regularly 

· You only need to back up the files and folders that contain pictures, documents, music, videos, presentations, spreadsheets, notes, saved game files etc. Since you have the discs to reinstall your software programs, you do not need to back this up. However, there are programs (Such as Norton Ghost) that allow you to do a full back up of everything but you will need a hard drive equal to the size in your computer to do this.

· Test your backups in other technology to be sure the data can be retrieved off of them.

(please tear off at dotted line and keep the above list as a reference)
My student ___________________________ and I completed the checklist together. Signed: ___________________________

New Computer Checklist
· Install an anti-virus and anti-spyware program (malware)

· Spyware is loaded on your machine as you surf the web to collect small pieces of information about you without your knowledge. Some of it just remembers what you were looking at so it can re-display the information when you return to the site. Other, more malicious spyware, reports back to its maker with information about you and where you surf, or installing a program on your computer which will redirect you to specific sites as you surf the web.

· These programs can add up and interfere with each other and the way your computer functions. Symptoms of malware include slow computer performance, pop-up ads, a change in your computer’s home page, login screens look different to you, loss of internet, and a delay in the appearance of letters as you type. 

· Turn on the software firewall

· Change the administrator account password

· Most devices – routers, firewalls, computers, printers etc – come with default passwords that are well known to attackers. Change your passwords to prevent this vulnerability.

· Use a strong password that does not use dictionary words, and contains a mixture of numbers, symbols, and upper and lower case letters.

· Create a system restore point

· If something goes wrong, you can get back to this point --a point when your computer was completely clean. 

· In some computers, like those with Windows 7 operating system,  this happens automatically 
· Now connect to the internet and update your operating system and applications

· The latest patches will provide you with the most up-to-date protection from known threats.

· Using the applications before patching may leave you vulnerable to malware and exploits.
Researching a Plan that works for you -- Answers

	Type of Threat
	Top Three Threats for my technology
	What are you protecting?

Add one or more of the following codes for each threat

1 – Physical

2 – Applications

3- Data

4- Network Security
	What can you do about it?



	HUMAN 
	Lost cell phone
	1,2,3
	Record serial number of phone

Make a phone list that includes the cell phone provider and account number

Purchase Insurance for phone

Subscribe to a service that can track your technology and delete everything on it remotely

Use a Password storage service like LastPass.

Keep an encrypted and hidden file with codes for your user names and passwords.

Write down your usernames and passwords and store in a fireproof safe

Be skeptical of everything that you read

Educate yourself about the greatest risks to your computer due to frauds and scams

	
	Forgotten Password
	2,3,4
	

	
	Fraud
	3,4
	

	TECHNICAL 
	Hard drive failure
	1,2,3
	Backup regularly

Store a copy of the backup away from your house

Update and run malware scanning software nightly

Patch operating system and software as necessary

Backup before an install

Buy an uninterruptable power supply

	
	Malware
	2,3,4
	

	
	Power failure in the middle of an installation process
	2,3
	

	NATURAL 
	Hurricane
	1,2,3
	Backup to an online service

Create a system restore or a recovery disc

Insure your computers with your home owners insurance

Keep all software program discs and their codes in one safe location.

	
	Leaking pipe
	1,2,3
	

	
	Lightning strike
	1,2,3
	


